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Analyzing FTP Communications
ne of the advantages of being a protocol analyst is the
ability to look at packet-level communications to see how
an application operates. When errors occur, comparing the
faulty communication sequences to the proper communication
sequences helps you quickly identify the problem.
Since NetWare 5.1 and other servers include an FTP server
daemon, you may be running FTP applications on your company’s network. To help you troubleshoot these applications
and their communications, this article examines FTP operations, focusing on the connection sequence, port definition, remote file
listing, and file transfer. This article
also lists the FTP reply codes and the
FTP filters you should build to analyze
your company’s FTP communications.
To provide FTP communications for
this article, I performed a lab test using
BisonWare’s FTP server software on a
Windows 98 workstation. (The FTP
server software runs as a Windows application.) From the FTP client, I simply used the ftp.exe that is included
with Windows 98.

O

OVERVIEW OF FTP
COMMUNICATIONS

FTP relies on TCP to provide a
connection-oriented method for
transferring files. The basic FTP
application is defined to provide a
simple, effective, and reliable method for transferring files between hosts. In most companies, however, the process of transferring files is simply one element of a more sophisticated and
robust resource-sharing operating system, such as NetWare 5.1.
FTP is detailed in Request for Comments (RFC) 959 written by Postel and Reynolds in October 1985. The initial drafting for FTP, however, was written in 1971 in RFC 114. (You
can download these RFCs from www.ietf.org/rfc.)

Illustration: Norman Felchle

BASIC FTP COMMUNICATIONS

When you start filtering on and capturing FTP traffic on
your company’s network, you will notice that FTP traffic can
have the following characteristics:
• FTP uses TCP.
• FTP uses port 21 for FTP commands.
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• FTP can use a number of ephemeral (temporary/dynamic)
ports for data transfer.
• FTP can use cleartext usernames and passwords.
Figure 1 shows a summary of an FTP connection and log
out sequence. (See p. 24.) The FTP client’s IP address is
10.2.0.2. The FTP server’s IP address is 10.2.0.1.
Get the Trace! To view the complete communication sequence, download the ftp-connect.zip file from the Traces section at www.packet-level.com. This
file contains the ftp-connect.cap trace
file and the ftp-connect.pdf file.
The process of establishing an FTP
client connection with an FTP server
and then logging out from that server
includes five main steps. (See Figure 1
on p. 24.)
1. Use ARP to obtain hardware address (packets 1-2). The first two
packets in the summary1.cap trace
file show how the FTP client uses
the ARP process to obtain the
hardware address of the local FTP
server.
2. Establish TCP connection (packets
3-5). Because FTP is defined as a
connection-oriented protocol, the
FTP client must perform a TCP
handshake with the FTP server.
The FTP client initiates the TCP connection, and then
the FTP client and the FTP server exchange their starting
TCP sequence number and their TCP window-size information. The TCP window dictates how much data can be outstanding on the wire before requiring an acknowledgment.
During this handshake, the FTP client uses a dynamic port
number for the source. (For more information about the
TCP handshake, see “Inside the TCP Handshake,” NetWare
Connection, Mar. 2000, pp. 34–35. You can download this
article from www.nwconnection.com/past.)
3. Log in and authenticate (packets 6-15). FTP servers typically send a login and logout message to FTP clients.
FTP servers also require a username and password for
each login. In packets 6 and 8, you can see two separate
messages identifying the owner of the FTP server (Scott)
and the FTP server product name and version number.
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4. Log out (packets 16-17). When the
FTP client logs out (in this case, I
typed quit to log out), the FTP server
responds with the logout message.
5. Terminate TCP connection (packets
18, 19 and 20). Finally, the FTP client
sends the FIN (finish) flag to indicate
that it is finished sending data. This is
the final step to terminating the TCP
connection with the FTP server.

Figure 1: In the Sniffer summary window, Sniffer color codes the packets based on the
highest decoded layer.
In packets 10 and 13, the user supplies his name (fred) and password
(krueger). In packets 11 and 14, the
FTP server replies with 331 (User
name OK—need password) and 230
(User logged in OK—Proceed).
The most commonly used FTP
commands are listed below:
ABOR

abort previous FTP
command
LIST and NLST list files and directories
PASS
send password
PORT
request open port
number on specific IP
address/port number
QUIT
log off from server
RETR
retrieve file

STOR
SYST
TYPE
USER

send or put file
identify system type
specify file type (A for
ASCII, I for Image/binary)
send username

The replies the server may send to
these and other FTP commands are
listed in “Replies to FTP Commands.”
(See p. 34.) In addition, some of the
fault replies are defined in the “Identifying FTP Faults” section on page 30.
As you can see in Figure 1, the network analyzer should decode the FTP
commands and replies. If your network
analyzer doesn’t decode the FTP commands and replies, you should consider
getting a new analyzer.

Figure 2: After an FTP connection is established, most FTP clients request a list of files.
The FTP server sends the file list via the newly established connection.
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You probably noticed that no files
were transferred during this simple sequence. The communication process for
transferring files is discussed later in
this article.
LISTING FILES ON AN FTP SERVER

After a connection is established,
most FTP clients view a list of files on
the FTP server. This communication
process is shown in Figure 2.
Before receiving the directory list,
the FTP client issues a PORT command
(PORT 10,2,0,2,4,15). The PORT command tells the server to open a TCP
connection to a specific device (the
FTP client) using a specific port number. The PORT command can be interpreted as follows:
PORT n1.n2.n3.n4,p1,p2

In the PORT command, n1.n2.n3.n4
is the FTP client’s IP address, and p1 x
256 + p2 is the desired port number. For
example, in the command PORT 10,2,0,
2,4,15, the FTP client is asking the server
to make a connection to the client
(10.2.0.2) using the server’s source port
1039 (4 x 256 + 15). This connection is
then used to transfer the file list.
The actual command to list a directory is the NLST (name list) command
(packet 18), which the FTP client sends
to the server’s FTP port 21. (See Figure
2.) This command triggers the handshake process to open up port 1039, as
the FTP client requested, and the directory list reply (packet 26). In packet 26,
you will notice that each file in the file
list is delimited by the end-of-line sequence 0x0d0a.
Get the Trace! To view the entire
trace, you can download the ftp-listfiles.zip
file from the Traces section at www.packetlevel.com. The ftp-listfiles.zip file contains
the ftp-listfiles.cap trace file and the ftplistfiles.pdf file. As you view the entire
trace, you’ll notice a second connection
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Note. If a user is browsing directories
and listing their contents, you will find
many CWD (change working directory)
commands used as well.
COMMANDS FOR TRANSFERRING FILES
VIA FTP

The two FTP commands used to retrieve and send files are RETR (retrieve)
and STOR (put).

Figure 3: If an FTP client sends text files via the FTP connection, the contents of these
text files can be read in the hex window of the network analyzer.
termination sequence for the connection
to port 1039. This connection termination
process is instigated by the FTP server to
indicate that the file list is complete.
Finally, in packet 30, the server sends
a TCP packet with the FIN flag set, indicating that the list is complete. (Figure 2

does not show packet 30. You can only
view packet 30 in the ftp-listfiles.cap
trace file.) If you download and view the
trace file on a network analyzer, you will
notice minimal time elapses between
processes. This is further indication that
this process must be automated.

The RETR Command
This section outlines the process of
transferring files by explaining the process of transferring the cno.txt file from
the remote system. In Figure 3, you can
see the RETR command followed by the
file name cno.txt (packet 76).
Get the Trace! Download the ftpgetfile.zip file that contains ftp-getfile.cap
and ftp-getfile.pdf trace file from the
Traces section at www.packet-level.com.
Check out how many connections are
established before the file transfer occurs.
As you can see in Figure 3, the plain
text files are sent across in readable format. You can use network analyzers to
capture and view these files as they are
being transferred.
The STOR Process
The STOR process is similar to the
RETR process. You can download the
ftp-putfile.cap trace file and view the
process of moving a file from the FTP
client to the server. When you review
this trace file, you will notice that I used
NLST to recheck the directory contents
after I put the file on the FTP server in
the eGames directory.
Note. I strongly recommend that you
create an RETR or STOR filter for your
network analyzer to identify FTP packets being transferred across your company’s network.
TRANSFERRING BINARY FILES
VIA FTP

Figure 4. If an FTP client sends binary files via the FTP connection, most of the file
contents are not readable in the hex window. However, some embedded error messages and
header information may be contained in binary files.
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Thus far, the file transfers have involved text files—and, as you can see,
these text files are sent across the wire
in a readable format. The transfer of
binary files, however, requires the FTP
client to set a data type of I (to indicate
the Image file type). Figure 4 shows the
entire file transfer sequence of a large
file (more than 2 MB). When I typed
the bin command to set up the file transfer for binary mode, the FTP client issued the TYPE I command.
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the Traces section at www.packetlevel.com. The ftp-getbinary.zip file contains the ftp-getbinary.pdf trace file.
IDENTIFYING FTP FAULTS

Figure 5. This summary screen shows someone trying to log in by guessing the password
for a user account. As you can see, each password attempt is phonetically similar.

Figure 6. In this summary screen, the TCP RST (reset) flags indicate that the FTP
connection was refused.

Interestingly, FTP has a somewhat
organized command reply system. In
general, replies starting with 4xx are
seen as temporary errors. For example,
suppose your workstation needs to read a
file that is stored on your hard drive to
send that file to an FTP server. Because
another application has the file open,
however, the workstation cannot read
the file, and you may receive a 450 FTP
reply (“Requested file action not taken;
file unavailable”).
The replies starting with 500 indicate
that a more permanent error has occurred.
For example, if the file is not found, you
may receive a 550 reply (“Requested action not taken; file unavailable”).
You can build a filter for all FTP replies starting with a 4 or a 5. (For more
information, see “FTP Filters You Should
Build” on p. 32.) The most common FTP
errors are listed below:
• Wrong Username. If a user enters the
wrong username, that user receives a
reply 530. Typically, the FTP server
also sends a text message stating that
the username is unrecognized and that
the user is not logged in. These actual
text message interpretations are typically self-explanatory.
Get the Trace! To view the reply 530,
download the ftp-wronguser.zip file from
the Traces section at www.packet-level.
com. The ftp-wronguser.zip file contains
the ftp-wronguser.cap trace file.

Figure 7. Many network analyzers allow you to build filters on specific data offsets.
Boolean filters can use the following three expressions: AND, OR, and NOT. This filter is
looking for packets that start with 4 OR 5.

• Wrong Password. When a user tries to
make an FTP connection with the
wrong password, that user receives
reply 530 (just as the wrong username
generates). The reply, however, also
indicates that the user has supplied an
incorrect password and is not logged in.
In the case of the communications
shown in Figure 5, you should be on
the alert. This summary screen suggests that someone is trying every
variation of a password he or she may
have overheard.

File transfers are performed directly
over TCP in both ASCII mode and
image mode.

Get the Trace! To view the entire
trace, you can download the ftpguesspassword.zip file from the Traces
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Get the Trace! To view the summary
information of this file transfer, you can
download the ftp-getbinary.zip file from
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section at www.packet-level.com. The
ftp-guesspassword.zip file contains the
ftp-guesspassword.cap trace file.
• FTP Process Is Down: Connection
Refused. The Connection Refused
reply is sent when the destination
device cannot or will not establish a
TCP connection on port 21. The sequence shown in Figure 6 illustrates
the problem. (See p. 30.) You may
see this problem when an FTP server
is down or someone has decided to
move the FTP daemon to a nonstandard port number.

Get the Trace! To view the entire
trace, you can download the ftp-reuse.zip
file from the Traces section at www.
packet-level.com. The ftp-reuse.zip file
contains the ftp-refuse.cap trace file and
the ftp-refuse.pdf file.
Note. Allowing users to activate an
FTP server on a nonstandard port number is a huge security risk since most
firewalls block FTP traffic based on port
21. If a user has an active FTP server on
port 1050, for example, a hacker could
easily transfer files, and your company’s
firewall would not be able to detect and
prevent the transfer of these files.

• User Access Is Limited. In the case
of a file size limitation, the FTP server
will notify an FTP client that they
have requested a file that is larger
than they are allowed to get.
If a user requests a file that is larger
than the allowable file size, that user
receives reply 550 (“File size exceeds
available credits”).
Get the Trace! To view the entire
trace showing this error message, you
can download the ftp-filesizeprob.zip file
from the Traces section at www.packetlevel.com. The ftp-filesizeprob.zip file

FTP Filters You Should Build
To capture and examine FTP communications effectively and efficiently, you can build and save the following filters on your
network analyzer:
Filter Name
FTP Commands

Filtered Field(s)
Source Port (offset 34
from start of packet)
Destination Port (offset
36 from start of packet)

Value
21 (2 bytes)
21 (2 bytes)

Definition
Captures all commands and their respective replies.
Good for characterizing FTP traffic and looking for
responses indicating faults.

FTP PORT Command

Data portion after the
TCP header (offset 54
from start of packet).

0x50-4F-52-54
(4 bytes)

Find out which ephemeral ports are being opened to
support information transfer initiated by FTP

FTP NLST (name list)
Command

Data portion after the
TCP header (offset 54
from start of packet)

0x4E-4C-53-54
(4 bytes)

Find out which users are viewing directory lists.
The filter is especially useful if you are concerned
about hackers.

FTP CWD (change
working directory)
Command

Data portion after the
TCP header (offset 54
from start of packet)

0x43 57 44
(3 bytes)

Find out which directories users are searching for.
This filter is especially useful when you are concerned
about hackers. You may want to build a boolean
filter that searches for all NLST or CWD activity.

FTP RETR (retrieve)
Command

Data portion after the
TCP header (offset 54
from start of packet)

0x52 45 54 52
(4 bytes)

Identify the files that are being transferred across the
wire. Ideally, this filter should be combined with a
STOR filter. Using a combined boolean filter of RETR
or STOR activity, you can identify the source and destination of all files transferred using FTP.
Note. This filter works even if an ephemeral port is
being used because it looks for a specific byte pattern up in the data portion of the packet.

FTP Negative
Replies

Data portion after the
TCP header (offset 54
from start of packet)

0x34 or 0x35
(1 byte each).

Use this filter to classify the typical FTP errors that
occur on a network. A high number of errors indicates
that an FTP client is not getting what it wants. The
FTP client may be overstepping its boundaries, or the
FTP server may be overly protective—that’s your call.
Check it out.

Note. These filters assume that the Ethernet II frame type is in use. (Figure 7on p. 30 shows the breakdown of a boolean filter
looking for FTP negative replies that start with 4 or 5 (in ASCII as translated to hexadecimal). b

32

NetWare Connection

September 2000

NOVELL CERTIFIED PROFESSIONAL
Analyzing FTP Communications

Replies to FTP Commands

300 REPLIES: POSITIVE INTERMEDIATE REPLY

As you decode FTP communications, you should know the
possible replies to FTP commands. The following replies are
defined in Request For Comments (RFC) 959 in section 4.2.2.
(You can download this RFC from www.ietf.org/rfc.)
100 REPLIES: POSITIVE PRELIMINARY REPLY

110 Restart marker reply.
120 Service ready in nnn minutes.
125 Data connection already open; transfer starting.
150 File status okay; about to open data connection.
200 REPLIES: POSITIVE COMPLETION REPLY

200 Command okay.
202 Command not implemented, superfluous at this site.
211 System status, or system help reply.
212 Directory status.
213 File status.
214 Help message.
215 NAME system type.
220 Service ready for new user.
221 Service closing control connection; logged out if appropriate.
225 Data connection open; no transfer in progress.
226 Closing data connection; requested file action successful (for
example, file transfer or file abort).
227 Entering Passive Mode (h1,h2,h3,h4,p1,p2).
230 User logged in, proceed.
250 Requested file action okay, completed.
257 “PATHNAME” created.

contains the ftp-filesizeprob.cap trace
file and the ftp-filesizeprob.pdf file.
TRACING FTP COMMUNICATIONS

I strongly recommend that you start
tracing FTP communications on your
company’s network. I also recommend
that you purchase W. Richard Steven’s
book about TCP/IP and the FTP RFC
(listed in the references section at the
end of this article). You should also
download the trace files mentioned in
this article and then start capturing FTP
traffic on your company’s network.
When you analyze FTP traffic, you
should use the following questions to
pinpoint problem areas on the network:
• Are the FTP connections successful?
Do the handshakes work properly?
• What errors, if any, do you see? Are
there any common errors that may
indicate a reconfiguration is necessary?
• Is your company’s network “ripe” for
hacking? If you port scan the network,
how many devices come up with port
21 listening?
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331 User name okay, need password.
332 Need account for login.
350 Requested file action pending further information.
400 REPLIES: TRANSIENT NEGATIVE COMPLETION REPLY

421 Service not available, closing control connection; this may be a
reply to any command if the service knows it must shut down.
425 Can’t open data connection.
426 Connection closed; transfer aborted.
450 Requested file action not taken; file unavailable (for example,
file busy).
451 Requested action aborted: local error in processing.
452 Requested action not taken; insufficient storage space
500 REPLIES: PERMANENT NEGATIVE COMPLETION REPLY

500 Syntax error, command unrecognized; this may include errors
such as command line too long.
501 Syntax error in parameters or arguments.
502 Command not implemented.
503 Bad sequence of commands.
504 Command not implemented for that parameter.
530 Not logged in.
532 Need account for storing files.
550 Requested action not taken; file unavailable (for example, file
not found, no access).
551 Requested action aborted: page type unknown.
552 Requested file action aborted; exceeded storage allocation
(for current directory or dataset).
553 Requested action not taken; file name not allowed. b

• Is your company’s network being
hacked? Build the filters listed in “FTP
Filters You Should Build” (see p. 32)
and look for a high number of CWD
commands on the wire: Is someone
snooping around your company’s network? If you allow FTP connections
from the Internet, consider building a
filter for all CWD commands not issued
from your internal network addresses.
• Who is doing all this FTP work?
Should you be using a more robust file
transfer system?
• Are any FTP commands being sent on
any ports other than port 21? If so,
why? This could thwart your firewall’s
attempt to block FTP traffic based on
the port 21.
Spend some time tracing various FTP
sequences on your working network or in
a lab environment. When something goes
wrong, you can not only locate the problem at the packet-level, but you can also
document it for others to review. Watching FTP at the packet-level certainly takes
the guesswork out of troubleshooting!
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